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(57)Abstract: 



PROBLEM TO BE SOLVED: To generate data which can be kept in a 
terminal device in such a state that the data is not used in an 
unauthorized state and for which the compatibility of order is 
guaranteed. 

SOLUTION: A verified value holding means 1 holds a verified value 
and a data generating means 2 generates a data main body at 
prescribed timing. A verified value generating means 3 generates a 
new verified value based on the verified value held by the holding 
means 1 and a newly generated data main body whenever the data 
generating means 2 generates a data body and updates the verified 
value held by the holding means 1 with the new verified value. A data 
storing means 4 successively stores the data bodies generated by 
means of the data generating means 2. A data-to-be-verified 
outputting means 5 generates an authenticator based on the verified 
value held by the holding means 1 and outputs data to be verified 
which are generated by coupling the generated authenticator with the 
data main body stored in the data storing means 4 upon receiving a 
data-to-be-verified outputting request. 
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2 0 8-d^i^<Dm%\z^-ox. ^±i.x\^^tzmm^mw3-r 
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iS^X— iS'tS-ffll'iTa^fi^^fiKb, PCI 1 O'V 

[S 7] «^tt*SttSfofcPC 1 1 Ojii, ^Ott^ii 
[0 0 4 3] dOJc^tCbT, :i— tf*^;^7y-fe;H^OV 

1 c*-H2 0 ortT«it$n-5, ig7«, Di^o^sS; 

m^TTCtW^tb^. Di/4 0 0tC«, :t]y±)VlB4 0 
1, Pi7'f^fig^^j4 0 2, JiOt^ife1f?84 0 3;ii-^Sn 

Ti^i.S. t:i5T. ni/4 0 0«— R#Wtt I C:^r— h*2 
0 Ortict&«fi$n^<D-c, «-S^tt-ir^^;/£ltiJ>J^vv\* 

^JSrUTC (Coordinated Universal Time:-tH:#1&^Bt 
» tc*f|ici:T-5 4>'N'-f hTS^bTViStr^i. P;^' 

<. fc<i:A«iffl*nifii*iie^Stil/ii*e.«^4A''f h®-5 

[0 044] I C*-F2 0 0<^rtg|5T'^Jt$tl 

TVi^PiT'-fe:-^ HS:ttE'gS-tr>3' 1 3 OTInliRL, 

n, P^-t<;/ htbTI C;^7-K2 0 0l^©:^if^1±^ 
^'J (PROM2 5 0) {;i^&iW$n-575t, IC;^;— H2 
0 0 Wtait$a©K^*>^;^SOPi^5^— ^S- 1 C;^;— 
h*2 0 0(^(:itBtft-r^:ittt^pT«gT$)0, IC;^J-H 

2 0 0\z\t^ttif^m'^maif^2 0 1 a;«i?^S$tlTVi 
^. ^bx, □y^*'::7>^2 0 4 aOfit*t:i©*&|ftoI 

tgDi^is:2 0 1 a tear -Si. oif±0s.m2 o i^^Mfc 
;ipy^^figT#-r, «^it*fiKgi52 0 Bhm^m^m 



[0 0 4 5] dCO^^^tC/^cC^tOL— tf«PC 1 1 OS:^ 
{'PL, PC 1 1 0/^^?, I C;^;-F2 0 Otc^fbP^'W:^; 

Ott, Pi^-tr-y hfcl C;^;-K2 0 0©W«^JEbfcW 

35^'-ff ^ M n y m ^t; ^fr 5 C <h BifigT -5 , 

[0 0 4 6] ia8«, g«#^P;y-fe«y hC^SjSS^^T 
mT'$>^. m^HiOifiiy h5 0 on, rL— y-*ID5 

0 1, Pi^-fe-y hf^fiKB#^J5 0 2, Uif±.yhyU7)l 
##5 0 3, S«fii5 0 4, P^^5 1 l43^D^n<@CD 

p^5 1 2 t:!5^e>^fiS;$nSo 

[0 04 7] 09 P;y-fe>y h©S«M5 0 4 tUT 
*-h'2 0 OCDS«» (SS^SS) t?««$nS2|i34:7 0 

o^£Bif^{b-r^«-&{coviT^Hj-r-i., s«(cfflVi-g.Ht 
0 1 1 c:^j- F 2 0 0 X'm^mt:^^:/i:^mx'^mx^ 

nti«fflliB&^::^^^ffl v^T fe J: Vic 

[0 0 4 8] S^$tl^¥S:7 0 0«, n.— iflDTO 
1. □i'-tr^y hf^J*Bt^j7 0 2. Pi/ir>v h->'J7;i'» 
#7 0 3. Pi^^7 0 4*5J;U^iB^tiE<l7 0 5T'«^^n 
^. ^M7 0 5«Pi^-tr-> h 5 0 0^iiitl-r^i:^iZ 

1 C:*J- K 2 0 0 ®^tEfiit&S^a5 2 0 2 (C^j^^nxV^ 

*ie.;^-5¥X7 0 0*1 C*— H2 0 OiDm^l^Xfim 
[0 0 4 9]HlOti, I C:*»-H*^&P^-fe>v h^ttS 

T, *^©fefi!i{c*-rMs«pc 1 1 oxnt>n^<&m 

X$> r> . ^m(D:^m\zmT9!m\t I C:*— HTfT:btiS 

[S 1 1] PC 1 1 OTjt, I C:^7— h'2 0 OtC^fbTD 

[SI 2] I C;^7— f^2 0 0X«, P^1=3agP2 0 6 
Tit, Di/ir-;/ httl:trS**S^tSiO, Pi^ffi;'3t»i^2 0 
6 b* TTRUEj (cbias (c^b;tJ;5;*W=Sf>f#P 
i?'-fe-;/ h 5 0 0*£il:^-r^, 

[S 1 3] PC 1 1 0;<)^ \ Ctl—Y-2 0 Oifi^uif^. 

[SI 4] PC110«, P^y-fe«;/ h*IE^iC^t#T$ 
Jt*iSj&i*fiJ»ft-^. Pi^ir<y h*PC 1 1 0*tl^fl 
m#T#TVintSX7=-';/7'S 1 5(Cittr.o P^-b 

\zm^. n^\cti-'^2Qo\zn\^xui/^yh\hi3 

S**ttlL, T^J-v-fS 1 1~S 1 3*«*D3g-r. 
[SI 5] PCllOd^ I C*-H2 0 Of'^fbTP 

[SI 6] I c:*— h* 2 0 o-e«, pyi=31gB2 0 6*^ 
p^ir-y h?i4S**§ttStO. pyffi:^4^^2 0 6 b 
TTRUEJ T-a&-5*iS75i**IJ»f-r'5). TTRUEj 
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X'^n\-^:^j-yysn\zm3^. ttruej T;^£t-tti 
[s 1 7] uif'^mm2 0 6*^. Pi^-tr<y h*s^rtSB2 o 

[SI 8] Py^*'i'>^2 0 4 a*«, «^fLTV^^fit 

roj tc'j-fe>> K-r^o 

[SI 9] U^Myhi^'^)7)V^m]'Oy^20 Q a 
[S2 0] nyflfSg?2 0 6tt. ESil^TSSfX?- 

^'xsrpc 1 1 otcjgb, 5aasriS^7-rs. 

[S 2 1] ai/a:^*^Ji2 0 6 rpALSEj ttib 
iitaif-Hy h<Dm&-i.nt)-rx.y—X7:—$'7.^PC 1 

1 0 tCjlt*. 

[0 0 5 0] ;5:*5, Pi^-tr-y hm;'3 4'(cx5-75^5!±L 
fc«-&CDJltSr#«bT. I C;t;-F2 0 O^Uir-;/ h 
l^^tCLit*i^ttPi^ffi;'3<«^2 0 6 b« rpALS 

Ej tta^, 

[0 0 5 1] &,±-i}^aif-in'y h^mtj-r^^m-^-^^ 

^:cod:ptrPi^-ir-;/ N«m:^tP^-fe-v 
SiJ>!r©^^-rfT5©«, £iT®J:5^I C;^j-K2 0 0 
©yp hPJPJgiClcte^L.fcSiSlrJ:^. IC;<7-H2 

0 0©7^-:$'eiSyp h3;UT=0t5j;yCT= 1 (IS 
O/I EC 7 8 1 6 - 3) Ttt. I C :<J— H 2 0 0 S 

1 FD (Interface Device ) (i llTttP C 1 1 0 

•t) tC7^-3'*m^7L.fc^. I C*-F2 0 0«Sfi# 

*^ilffi©jg@T^IJCl>fc«-&!CP^^-fe>;/ h*t^:bnTU 

[0 0 5 2] — ^r, *iS5E{CP;7-fe>y hm:'3P-7>H<hP 

*t^oTP^-fe-y N€rm:'3-r^Hfrtcp^y-fe'y htB*nv 
>h*S: I C;t;-K»C»ff LTL*5 Pi^-fe-;/ h)<)^'* 
^DnxLSp. bfc*^oT*%HjT« I C;^r-H{CPi;' 
m;'3«^2 0 6'b<&Jtfc-a-, Pi^-fe>y h 2 0 3;J^ai;^^ 
nfc«^«^P^'ffi:f3<^^2 0 6 b3&i FT RUE J i;?c 

ftLTliS. Pi^-fe-y ht^S^, y hOx.7 (Dl^n^ 

not, u^nu cij-\ip^x'±s^^n, airtati^m 

2 0 6 b;{|t rp AL S Ej t^iMiifj-SCDT, nUa^-\i 

[0 0 5 3] I CtJ—V-2 0 Qf^ibmtS^ntcU^-\Ly 
h 5 0 0 «, — B.P Clio T^«^tl-g). P C 1 1 0 

x^'^-^ntz.uif-^y h 5 0 0 «a6^— ^^ra^^rttc® 

EWS-lr>^ 1 3 OTHiRLT, ^«Pi/©F*3#$r»fc 
:i— tf ^ i|sf^ ^iiiK L V 7 h X T ©^f^#{ri|sf^ 
ii-BB-r^. fflE«31-fe>:$' 1 3 0T-S&*<t<«E^&IHiiR 



•r^fci^tr. I C;^;-K2 0 0(CtifiJffl^[S2 0 7 at 

^fiK Bitg p i'is t v> ^ 2 -p c^ffl^^ab 5, *^ i; s nx 

Vi^o Wffl^PI2 0 7 a t« I C:^J- K 2 0 0 ^r^Uffl^ 
m«8B<&«L.. *rjfflKIRg2 0 7 a^jl#fc^t« I C;^7 

-h*2 0 od^*f?jht»j®^:;^o, ti-f±)\,^mmx^fs.< 

0{c;in*T?Hit;b;'cpy-lr-y h<£iiiffib*ijffl®fix- 

^f^muif^mwti^>^2o 7 h(Di^mmtvxwL^ 

:ifi£oItgPi'^Me*'^>iS' 2 0 7 b©ffl;«)tO{C 

\t, mmmm^y^i^ 1 3o\zaif±y h^mmvmmm- 

[0 0 5 4] tZL^X, :i—*fz:t<Da^iiyh<D^m. 

^mmmm-ti>iS'xf7^izit. mmmm±>iS' 1 3 ot: 

^fev^T, tfT^-^'^-x (DB) 

[0 0 5 5] 01 1«, «ffiWS-fe>^'T©iiUTV^^ 
:i—^r>B<Dm^7]k'rmx$>^. :i— tfDB 9 0 0{C 

SWSfflx— ^' 9 10 trtt, 3.— 1f I D 9 1 1 , ttllHl^ 
tEbfcPy-fe-y h««i^lvUT;i'#^9 1 2, ft)^->U 

7;i/#^t*fjf£;-r^pi'-tr'> hra^SEfflg 1 3, RzS't 
®<a^mE#lCfflli^rL— tf@^cD5^-5' 9 1 4*^#^n 

[0 0 5 6] ^-if«±?2©fiJfflPSS;^i^*T;^j:/-ir;i/5i^ 

>i^T. I C:^;— K2 0 0*^e>ffl:;^b;tPi^-t>y h** 
<hJe>T«SWSir>iS' 1 3 OlzmHT^o ^<Dt^:i- 
if«I C;^;— H2 0 O'^^i^miJhtzuif-ty h^uif± 

y hiyV7)im^mizmm-r^z.ttm^v\^^'!!}^, mm 

®S-fe>^l 3 0-CP^-b:<> h->'JT;P#^*V— v^-i- 
>^T#n«-?-©j£:-gtt;^iVn {at-, ffl;tjb7tPi'-fe-v 

NTa&-5, ::oMS«ifeT, BSWS-fe>^' 1 3 OOP 

[S3 1] P;y-fe>y h^S^t^S, 

[8 3 2] Stt5iofc1g^©Pi^-fe<;/ h*->UT;i/#-^ 
JStcy— hf rL— tf I D€rSI-:i-ifDB 9 
0 Od^&jt>fJ$;-r-5P-— +foaM«ilfflx— 5' 9 1 0^51 

■fe>^' 1 3 OT^WUTVi^, rt— tfOttllHl©«i^Pi^ 

±y hzyU7)vm^9 1 2 tmmvTi^^^z. t^mmT 
m^(Dmm^mmi.a if± y v- izm-ftm^^ z t 

\^tz(^y.^yys 3 3 \zmti. U^^y V\Z^mfi^%r3 
tzm'^\-t7.'ryys 3 5 iCjltJ. 
[S3 3] Pi'-ty h©W=StCt&S^$nTV>-S^iEfit7 
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0 5^m^^xaif(Dmm(o^m^n-oo ^mti^TEL<n 

[S3 5] PC 1 1 OtCX7-XT— ^'X^Sii-r. 

[0 0 5 7] ^n(cj;0, :i—^\mmmAy'-:S'^m 

3 OonXf^.-^^Tfr^^n^. 
[S 3 3 1] ai/izy homm^ff^, ^mizit. a if 

±.yh 5 0 0 OHI&CDPy 5 1 2 a~5 1 2 n^Srffl 

[0 0 5 8] S-r, Di^-fe>y hCDmRlf75«iEbV^;it^£:^ 
tE-r^o ^intt, Pi^-fc>y h 5 0 0rtG5^€M5 0 4Sr 
tf I D 5 0 1 {c^jSbi^c: I C;^;- H 2 0 0 (D'jkmm 

[0 0 5 9] 'A\zmm<DUir5 12a tWIsICD^iEffl 9 
ISiSra^U. I C*-H 2 0 0*i^SEM^^^-r^ 

nrzM\zMl'X—:^\^ii/\y -y^-mWuMD S ^r^V^T;* 
^yt-i^ ' y-ii^jLXh^mn-L. i^tIM9 13a^&^ 

[0 0 6 0] ;^fCP^5 1 2 b ti^iiEM9 1 3 a t^M 
^b. ^IEM9 1 3 £;!.TP^5 1 2 c~ 

P5/9 1 3 n^T, mmomw^m^oMv. p^s i 2 

ni^lEfitg 1 3mK>^-e-fllt'M-r^;'^-;/-tr-i? • y-f 
v'x;^ hT'3^^^Um9 1 3 n$r*^-r-5o 
[S 3 3 2] 0 5 t^|EM9 1 3 n L^IAM 

b. ffl/Si-a-r^JS-a-tCttX-T-'yT'S 3 3 3 (C5ttj. 1^ 
lEffl? 0 5 t^lEffig 1 3 n tjii— ifcb/^Viig'&tSX^. 
3 3 4lrjttJ. 

[S 3 3 3] :;*:K>D^-tr>;/ Y*^^tEt ^m'^\t.±mtm 
#®^j®T^IEM^^tEb, ^ifecDP^-b-;/ h;6t^¥ttb;^ 
-ri^tJ-^OL— tf*ie,§JtBf-3;tPy-fe';/ hco;^ 
IiE;5^^T«lTb;t«^«, «E«a-fe>i5'T't=abTVi 
SrL— ^9 1 0'fWttilllcofti^->UT 
;U#-^9 1 2*^lHl^tEb;t««OPi/-fe>;/ h®->'JT 

;i/#^T5Sfb. mwi<nmt^i^um.9 i 3S:^iii;^BEb 

[S 3 3 4] X^-7.-T— rS'XSrn.— iflcilb. 

[0 0 6 1] ;iC0J;5{CbT, «Sflfa-fe>^' 1 3 0:*t 



^PSB 0 2, i^SEfitS 0 S^^A-T'Vi^. ^^LXOmS. 
M8 0 3 lCtta^tC;^gEbfcPi/-fe-> h©ig^tiE{ii*^A 
^, aEl=a-t>i5' 1 3 OT'ttdW^XS 0 OtC^fbT 

ttM«fa-fe>^ 1 3 0(7)«:-^issTS«b. fijffl®*?"- 

[0 0 6 2] ^— Sttll^;fcfiiffl®fix-37<& I 
Cts— H 2 0 0 tcA:'3T^. I C:^;- F 2 0 0 fij 

*^^$nTVi^fflS'&a-fe>^ 1 3 0 ©i^ggHTig^iiE 
-rs. fiJfflMSx-:5"^'©^liEfil8 0 3 t^lE 

fit*&Sfig52 0 2rt©^tiEffl*«— Scbfc^, I C*-K2 
0 0<Dmmmm2 O 7 aS;fiJfflMSx-:$'4'©*-^»3PI 
8 0 2TMffb. ^0mmnifm0LWts^>^2O7\r 

^'^©^^pjtip^^s 0 i-cHff-r 

^. Sfc, I C:tJ-H2 0 Odi^?jhttli®«^tt, 

[0 0 6 3] ClcDiofC. *5!BjtCj;n«*iJffi«ffi«© 
S:*:?S5r-:S'^:/p>;/^'fbbT, a.— tf ©ffijS®^'-f 5 

K7^-^'SHi:^bT. mtzlzi^mt^iit'fy^ojmfs.cD 

um-^nfizfrozLii-fyi-c^^o 

[0 0 6 4] fSitS. U±(DmMXitaif±y h^ileliRpr 
tg)5:«-&CD^J€-iffi§^bfcj&t, f6ie.*^0»^tcJ:DPi?'-fe 

[0 0 6 5] 'Aiz. (Dmm<Dmmiz-z>i^xmm-r 

M:gx-^$SttS(-SST©ratCfe, ;^J7'-fe;L'3 0 OS 

*ijffiT#«.j;'5fcbfcfe©TS^. Ti^it^-s, mi<^m 
m<Dmmx\t. ny-ty h s o o sHM©a-fe>5' i s 
oicj^#bfijfflMS-x-^s§tt5ts^T{c, 

S^frbTb^pt, I C:*-h*2.0 OrtT'PyTiWc 

iz^^stmrnrnt^mm-^nxi^^^. t^t. mmm 
&7'-^^mmx^:/3^^\ z:ommt:m<rctb\z. =i.- 
■^i}mm'sm±>^ 1 3 o \zaif±yh^mnm:, mm 
m&'f-'$'^^\fM^^xt>y-t.)v^mmx^fs.\^^j:o 
\z-r^:ittii^z.i^n^-^^, hu-i7^mm-t^h 
bTt), &^mm(Dmm=L—mttizf±jv3 0 o^mm 
x^:/3.<t^K)^^mx$>^o ^:ix^2<Dmm<Dmmx' 
=L—^i)mmmm-t>i$' 1 3 0 tcp^^-t-v h^mit 

I C:^-Hl^tCPi^S««T'#-5$gHl^-ra&n 

[0 0 6 6] ^ 1 (Dmmo:)mm 
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[0 0 6 7} Ell 5tt, m2(Dm^(Dmmjzi5i-f^mm 
•^tmmmm-t>^' i s o{'^*bcin^Tttttj:bL.;tp 

«n<@©Di'^2 0 4 a~2 0 4 n;ii*SSS$nTVi-5. d 

©t>i^T, tf/5^«ffiws-fe>^' 1 3 of)^ihmmm& 

t'-^'S 0 O^SttlRO, I C;^;-h*2 0 0'\A:'jf ^ 
[S41] I C;^7-h*2 0 0-X?«. ?iJffl^Sx-i5'^|iE 

gi52 0 8;<5i. mmM^'r—^ <Dm^^mM'sm±y^ i 

3 0cr)^M»T'^aEb*lJfflMft-7^-^4'CD^tI«8 0 3 
(Da if 20 4 a tWffl3iAx-^ff©^ii«8 0 3 

2 0 4 b~2 0 4 n ii±^^nrz^U^8 0 3 a~8 0 

3m{cj;f3. m^k^um-A^^^-^nmmzmwtms 0 3 
[s 4 2] mmm&y'-iS'mm^2 o 8*t, ^iiEfii*&«^ 

m2 0 2rt©^gIfiS2 0 2 a t^lEfitS 0 Snt^tfcfe 

L, ^n^*ti«fii;dt-iSrbjtJ^-&«x5^>>ys 4 3 cji 

[S4 3] fiJfflMS5^-^'^iEg22 0 875^. IC;^;-H 

2 0 o©fijffl^i5B2 0 7 a^mmm&^-^^oy^^m 

RS8 0 2TMfTb, :ifigpItgDy^MSE;^':>>^'2 0 7 
b**iJJlMg5=-iS"t'0^figBltgP^'?a8 0 ld^e.Pif 
^fi^y'S' 2 0 4 a<D{^ (=n) ^M#U>tfflTS»i-r 
$e.tC, I C;^;-h* 2 0 075tf§P±*5^®i®^«. # 
l!;*J«fg|5 2 0 7/0tf?itttaiO^I^*fT^. 
[S 4 4] ^|EfiS2 0 2 ai^iEfltS 0 3 n iTS^— iScb 
fiJfflM:g5=^-iS'^liEHB2 0 3-timm^ 

[0 0 6 81 C»J:'5lc:LT, Pi^-fe>y h^rW^JbT*^ 

I C;^7-HrtT, Pi'-lr-y hfcl&^^n/SiPi'co^tEM 

TJiv SiJ©;5ffitUT«, ;^BiEfit*&S^gP2 0 2tC*&S^Sn 
^^lEMittgiJfc, ^2®^iEflStLTW[HlW:^j$n;^c 

(omLm. tm2 (^mtm. t ttK i.x%m ^"t' 
[0 0 6 9] fi*5, ±M<nict!-Y(nm-r^mmo)^ 

SF^^tt. ROMlC^&*fiSnfeyp^5A* I C*-K 
P y 5 A ^fdlcD n > fcf :x-^' TB^^m D oIffi;i5:f2gi«5#: 



TlTJS^sKjl$-B-^«-&iC«, CD-ROM-^ 
7P>>t:-T^X^r>y h^cDBjj^SIB^iK^tcypy^ 

A-H5^^7>i7gM^tc:/Pif7A^*&i^UT*3^, 
[0 0 7 0] 

Vrzfztb. m^H^<Di^^My''-^^1Q^&mf3:iHz^ 

[0 0 7 1] ^fz. :$-^m<^7'-^^ummxu. 5^- 
^(D^u^n-omiz. mmzm^nrz^um'S:^w\^T 

^m^n^ jioizvfztz!^, ^^Uy'-^o^mm^^m 

[0 0 7 2] Sfc. *%BJ©M^|iE5^-^'^^:rpy5 

:i>\^a.-1$'^zmz^^:it■fyix^^rzli>. i^^mmfA 

/^ca^tt ^ «tE b fcS^^iE5"- 5^ * n > If a. - iS' fc i^fig 

mil *%?g»iia«^0TS-5. 

[EI2] I C*— H*fflVi/i«EeS->X5=-ACD«tBS« 

[03] ;^j:/-fe;Hk$nfcV7 h':7X7®«fi£S:s^-ri2i 
[04] I c:fj-\^<D/\-\^<:;a^7m^t:^Tmx$> 

•So 

[05] I C;tr-H0«flS^*gS:7i^-r:/P-yi70T& 
-5, 

[06] ti:f-t:)imnmit^mm^^'rya-^^^-hx 

[0 7] p^cD^ifiK^J^s^TSTa&S, 

[08] m^n^uif±y h(Dm^^7^-rmx&^. 
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[09] aif±y h<Dm^mtbTm^■sn^^^:sc(Dm 
[010] 1 cij-]ii)Mba^±y h^mti-r^mm^ 

[011] BB'&31-fe>:5'Tt=SUTVi^a.— tfDBCO 

[013] ^uu(D^m^mo)mm^m-rmx-$>^o 



mi 4] mmm&y^—^comm.m^mTmT$)^. 
[015] m2<Dmm(Dmmiz:isif:bmmm^^~^(D 

1 ^SEfit^jt^g: 
3 ^fiEfit^^^g: 

5 ij^sEx-^'ai^^^s 
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